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An authoritative guide to investigating high-technology crimes

Internet crime is seemingly ever on the rise, making the need for a
comprehensive resource on how to investigate these crimes even more dire. This
professional-level book--aimed at law enforcement personnel, prosecutors, and
corporate investigators--provides you with the training you need in order to
acquire the sophisticated skills and software solutions to stay one step ahead of
computer criminals.

- Specifies the techniques needed to investigate, analyze, and document a
criminal act on a Windows computer or network

- Places a special emphasis on how to thoroughly investigate criminal activity
and now just perform the initial response

- Walks you through ways to present technically complicated material in simple
terms that will hold up in court

- Features content fully updated for Windows Server 2008 R2 and Windows 7

- Coversthe emerging field of Windows Mobile forensics

Alsoincluded is a classroom support package to ensure academic adoption,
Mastering Windows Network Forensics and Investigation, 2nd Edition offers
help for investigating high-technology crimes.
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Editorial Review

From the Back Cover
Learn How to Conduct a Complete Computer Forensic | nvestigation

This professional guide teaches law enforcement personnel, prosecutors, and corporate investigators how to
investigate crimes involving Windows computers and Windows networks. A top team of forensic experts
details how and why Windows networks are targeted, shows you how to analyze computers and computer
logs, explains chain of custody, and covers such tricky topics as how to gather accurate testimony from
employeesin politically charged corporate settings.

From recognizing high-tech criminal activity to presenting evidence in away that juries and judges
understand, this book thoroughly covers the range of skills, standards, and step-by-step procedures you need
to conduct a criminal investigation in a Windows environment and make your evidence stand up in court.

Coverageincludes:

- Responding to areported computer intrusion

- Understanding how attackers exploit Windows networks

- Deciphering Windows ports, services, file systems, and the registry

- Examining suspects' computers and entire networks

- Analyzing event logs and data using live analysis techniques

- Exploring new complexities from cloud computing and virtualization

Investigate Computer Crimes in Windows Environments
Fully Updated for Windows Server 2008 and Windows 7
Discover How to Locate and Analyze an Attacker's Tools

Learn Detailed Windows Event Log Analysis

About the Author

Steve Anson, CISSP, EnCE, is the cofounder of Forward Discovery. He has previously served as a police
officer, FBI High Tech Crimes Task Force agent, Special Agent with the U.S. DoD, and an instructor with
the U.S. State Department Antiterrorism Assistance Program (ATA). He has trained hundreds of law
enforcement officers around the world in techniques of digital forensics and investigation. Steve Bunting,
EnCE, CCFT, has over 35 years of experience in law enforcement, and his background in computer forensics
is extensive. He has conducted computer forensic examinations for numerous local, state, and federa
agencies on avariety of cases, aswell astestified in court as a computer forensics expert. He has taught
computer forensics courses for Guidance Software and is currently a Senior Forensic Consultant with
Forward Discovery. Ryan Johnson, DFCP, CFCE, EnCE, SCERS, is a Senior Forensic Consultant with
Forward Discovery. He was a digital forensics examiner for the Durham, NC, police and aMedia
Exploitation Analyst with the U.S. Army. He is an instructor and developer with the ATA. Scott Pearson has
trained law enforcement entities, military personnel, and network/system administrators in more than 20
countries for the ATA. Heis also acertifying Instructor on the Cellebrite UFED Logical and Physical



Analyzer Mobile Device Forensics tool and has served as an instructor for the DoD Computer Investigations
Training Academy.

Users Review
From reader reviews:
Pearlie Henry:

Book isto be different for each and every grade. Book for children until adult are different content. Asitis
known to us that book is very important for people. The book Mastering Windows Network Forensics and
Investigation ended up being making you to know about other understanding and of course you can take
more information. It is rather advantages for you. The publication Mastering Windows Network Forensics
and Investigation is not only giving you more new information but aso to become your friend when you
really feel bored. You can spend your personal spend time to read your book. Try to make relationship
together with the book Mastering Windows Network Forensics and Investigation. Y ou never experience lose
out for everything should you read some books.

Patricia Howard:

This book untitled Mastering Windows Network Forensics and Investigation to be one of several books
which best seller in this year, here is because when you read this reserve you can get alot of benefit onto it.
Y ou will easily to buy this particular book in the book store or you can order it through online. The publisher
of this book sells the e-book too. It makes you quicker to read this book, because you can read this book in
your Mobile phone. So there is no reason to you personally to past this book from your list.

Sheila Searcy:

Precisely why? Because this Mastering Windows Network Forensics and Investigation is an unordinary book
that the inside of the book waiting for you to snap that but latter it will distress you with the secret the idea
inside. Reading this book alongside it was fantastic author who have write the book in such incredible way
makes the content inside of easier to understand, entertaining approach but still convey the meaning fully. So
, itisgood for you because of not hesitating having this ever again or you going to regret it. This amazing
book will give you alot of rewards than the other book possess such as help improving your talent and your
critical thinking technique. So , still want to hold off having that book? If | have been you | will go to the
publication store hurriedly.

James Bouchard:

Reading can called imagination hangout, why? Because if you are reading a book specifically book entitled
Mastering Windows Network Forensics and Investigation the mind will drift away trough every dimension,
wandering in every aspect that maybe unknown for but surely might be your mind friends. Imaging each
word written in abook then become one application form conclusion and explanation that will maybe you
never get just before. The Mastering Windows Network Forensics and Investigation giving you another
experience more than blown away your brain but also giving you useful information for your better lifein



this era. So now let us show you the relaxing pattern the following is your body and mind is going to be
pleased when you are finished studying it, like winning a sport. Do you want to try this extraordinary
wasting spare time activity?
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