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Each era brings with it new technigques and methods of waging awar. While
military scholars and experts have mastered land, sea, air and space warfare, time
has come that they studied the art of cyberwar too. Our neighbours have acquired
the capabilities to undertake this new form of asymmetric form of warfare. India
too therefore needs to acquire the capabilities to counter their threat. Cyber space
seems to have invaded every aspect of our life. More and more systems whether
public or private are getting automated and networked. This high dependence of
our critical infrastructure on Information and Communication Technology
exposesit to the vulnerabilities of cyberspace. Enemy now can target such
infrastructure through the cyberspace and degrade/ destroy them. Thisimplies
that the critical information infrastructure of the country and military networks
today are both equally vulnerable to enemy’ s cyberattacks. India therefore must
protect its critical information infrastructure as she would protect the military
infrastructure in the battlefield. Public — Private Partnership model is the only
model which would succeed in doing so. While the Government needs to lay
down the policies and frame the right laws, private sector needs to invest into
cyber security. Organisations at national level and at the level of armed forces
need to be raised which can protect our assets and are also capable of undertaking
offensive cyber operations. This book is an attempt to understand various
nuances of cyber warfare and how it affects our national security. Based on the
cyber threat environment, the books recommends a framework of cyber doctrine
and cyber strategies as well as organisational structure of various organisations
which a nation needs to invest in.
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have mastered land, sea, air and space warfare, time has come that they studied the art of cyberwar too. Our
neighbours have acquired the capabilities to undertake this new form of asymmetric form of warfare. India
too therefore needs to acquire the capabilities to counter their threat. Cyber space seemsto have invaded
every aspect of our life. More and more systems whether public or private are getting automated and
networked. This high dependence of our critical infrastructure on Information and Communication
Technology exposesit to the vulnerabilities of cyberspace. Enemy now can target such infrastructure through
the cyberspace and degrade/ destroy them. Thisimpliesthat the critical information infrastructure of the
country and military networkstoday are both equally vulnerable to enemy’s cyberattacks. India therefore
must protect its critical information infrastructure as she would protect the military infrastructure in the
battlefield. Public — Private Partnership model is the only model which would succeed in doing so. While the
Government needs to lay down the policies and frame the right laws, private sector needs to invest into cyber
security. Organisations at national level and at the level of armed forces need to be raised which can protect
our assets and are also capabl e of undertaking offensive cyber operations. This book is an attempt to
understand various nuances of cyber warfare and how it affects our national security. Based on the cyber
threat environment, the books recommends a framework of cyber doctrine and cyber strategies aswell as
organisational structure of various organisations which a nation needs to invest in.
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Editorial Review

About the Author

Colonel Sanjeev Reliais a serving Corps of Signals officer of the Indian Army. He was commissioned in
Dec 1986. He has spearheaded a large number of projects involving voice and data networks for the Indian
Army. The officer holds a Diplomain Cyber Law and Certification in Ethical Hacking. He is also pursuing
PhD on “India's Cyber Security Challenges’. This book on Cyber Warfare was completed by him while he
was at the United Services Institution of India (USI) as a Senior Research Fellow.

Users Review
From reader reviews:
Jacqueline Kang:

In this 21st millennium, people become competitive in each way. By being competitive right now, people
have do something to make these individuals survives, being in the middle of the crowded place and notice
through surrounding. One thing that sometimes many people have underestimated that for awhile is reading.
Sure, by reading areserve your ability to survive boost then having chance to remain than other is high. For
yourself who want to start reading a book, we give you this Cyber Warfare: Its Implications on National
Security book as beginning and daily reading publication. Why, because this book is more than just a book.

Kelly McDowell:

Information is provisions for individuals to get better life, information today can get by anyone on
everywhere. The information can be a know-how or any news even an issue. What people must be consider
when those information which is within the former life are difficult to be find than now's taking seriously
which one is acceptable to believe or which one often the resource are convinced. If you obtain the unstable
resource then you have it as your main information you will have huge disadvantage for you. All of those
possibilities will not happen inside you if you take Cyber Warfare: Its Implications on National Security as
your daily resource information.

Thelma Brady:

This book untitled Cyber Warfare: Its Implications on National Security to be one of several books in which
best seller in this year, here is because when you read this publication you can get alot of benefit onit. You
will easily to buy this book in the book retail store or you can order it via online. The publisher of this book
sells the e-book too. It makes you quickly to read this book, since you can read this book in your Touch
screen phone. So thereis no reason for you to past this book from your list.



Jerold Niemi:

Areyou kind of hectic person, only have 10 or 15 minute in your moment to upgrading your mind expertise
or thinking skill even analytical thinking? Then you are having problem with the book as compared to can
satisfy your short space of time to read it because pretty much everything time you only find book that need
more time to be go through. Cyber Warfare: Its Implications on National Security can be your answer mainly
because it can be read by an individual who have those short extra time problems.
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