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Cisco Networks: Engineers’ Handbook of Routing, Switching, and Security with
IOS, NX-OS, and ASA is a concise one-stop desk reference and synopsis of basic
knowledge and skills for Cisco certification prep. For beginning and experienced
network engineers tasked with building LAN, WAN, and data center
connections, this book lays out clear directions for installing, configuring, and
troubleshooting networks with Cisco devices. The full range of certification
topics is covered, including all aspects of IOS, NX-OS, and ASA software. The
emphasis throughout is on solving the real-world challenges engineers face in
configuring network devices, rather than on exhaustive descriptions of hardware
features.

This practical desk companion doubles as a comprehensive overview of the basic
knowledge and skills needed by CCENT, CCNA, and CCNP exam takers. It
distills a comprehensive library of cheat sheets, lab configurations, and advanced
commands that the authors assembled as senior network engineers for the benefit
of junior engineers they train, mentor on the job, and prepare for Cisco
certification exams. Prior familiarity with Cisco routing and switching is
desirable but not necessary, as Chris Carthern, Dr. Will Wilson, Noel Rivera, and
Richard Bedwell start their book with a review of the basics of configuring
routers and switches. All the more advanced chapters have labs and exercises.

What you’ll learn

Readers of Cisco Networks will learn

How to configure Cisco switches, routers, and data center devices in typical●

corporate network architectures
The skills needed to pass Cisco CCENT, CCNA and CCNP certification exams●

How to set up and configure at-home labs using virtual machines and labs●

exercises in the book to practice advanced Cisco commands
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How to implement networks of Cisco devices supporting WAN, LAN, and data●

center configurations

Who this book is for

Cisco Networks is for network designers, engineers, programmers, managers, and
students seeking a one-stop book that concisely covers the full gamut of topics
configuring, managing and troubleshooting Cisco networks and
equipment—whether as a synopsis to prepare for a job or certification exam or as
a desk reference to consult on the job.
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Cisco Networks: Engineers’ Handbook of Routing, Switching, and Security with IOS, NX-OS, and ASA is a
concise one-stop desk reference and synopsis of basic knowledge and skills for Cisco certification prep. For
beginning and experienced network engineers tasked with building LAN, WAN, and data center
connections, this book lays out clear directions for installing, configuring, and troubleshooting networks with
Cisco devices. The full range of certification topics is covered, including all aspects of IOS, NX-OS, and
ASA software. The emphasis throughout is on solving the real-world challenges engineers face in
configuring network devices, rather than on exhaustive descriptions of hardware features.

This practical desk companion doubles as a comprehensive overview of the basic knowledge and skills
needed by CCENT, CCNA, and CCNP exam takers. It distills a comprehensive library of cheat sheets, lab
configurations, and advanced commands that the authors assembled as senior network engineers for the
benefit of junior engineers they train, mentor on the job, and prepare for Cisco certification exams. Prior
familiarity with Cisco routing and switching is desirable but not necessary, as Chris Carthern, Dr. Will
Wilson, Noel Rivera, and Richard Bedwell start their book with a review of the basics of configuring routers
and switches. All the more advanced chapters have labs and exercises.

What you’ll learn

Readers of Cisco Networks will learn

How to configure Cisco switches, routers, and data center devices in typical corporate network●

architectures
The skills needed to pass Cisco CCENT, CCNA and CCNP certification exams●

How to set up and configure at-home labs using virtual machines and labs exercises in the book to practice●

advanced Cisco commands
How to implement networks of Cisco devices supporting WAN, LAN, and data center configurations●

Who this book is for

Cisco Networks is for network designers, engineers, programmers, managers, and students seeking a one-
stop book that concisely covers the full gamut of topics configuring, managing and troubleshooting Cisco
networks and equipment—whether as a synopsis to prepare for a job or certification exam or as a desk
reference to consult on the job.
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Editorial Review

From the Back Cover

This book is a concise one-stop desk reference and synopsis of basic knowledge and skills for Cisco
certification prep. For beginning and experienced network engineers tasked with building LAN, WAN, and
data center connections, this book lays out clear directions for installing, configuring, and troubleshooting
networks with Cisco devices. The full range of certification topics is covered, including all aspects of IOS,
NX-OS, and ASA software. The emphasis throughout is on solving the real-world challenges engineers face
in configuring network devices, rather than on exhaustive descriptions of hardware features.

This practical desk companion doubles as a comprehensive overview of the basic knowledge and skills
needed by CCENT, CCNA, and CCNP exam takers. It distills a comprehensive library of cheat sheets, lab
configurations, and advanced commands that the authors assembled as senior network engineers for the
benefit of junior engineers they train, mentor on the job, and prepare for Cisco certification exams. Prior
familiarity with Cisco routing and switching is desirable but not necessary, as Chris Carthern, Dr. Will
Wilson, Noel Rivera, and Richard Bedwell start their book with a review of the basics of configuring routers
and switches. All the more advanced chapters have labs and exercises to reinforce the concepts learned.

This book differentiates itself from other Cisco books on the market by approaching network security from a
hacker’s perspective. Not only does it provide network security recommendations but it teaches you how to
use black-hat tools such as oclHashcat, Loki, Burp Suite, Scapy, Metasploit, and Kali to actually test the
security concepts learned.

Readers of Cisco Networks will learn

How to configure Cisco switches, routers, and data center devices in typical corporate network●

architectures
The skills and knowledge needed to pass Cisco CCENT, CCNA, and CCNP certification exams●

How to set up and configure at-home labs using virtual machines and lab exercises in the book to practice●

advanced Cisco commands
How to implement networks of Cisco devices supporting WAN, LAN, and data center configurations●

How to implement secure network configurations and configure the Cisco ASA firewall●

How to use black-hat tools and network penetration techniques to test the security of your network●

About the Author
Chris Carthern (CCNP, CISSP) is a senior network engineer for the United States Department of Defense.
He is responsible for analyzing, designing, installing, configuring, maintaining, and repairing of Cisco
network infrastructure and application components and for training and mentoring junior network engineers
and preparing them for Cisco CCNP and CISSP certification exams. Carthern took his BS (honors) in
computer science from Morehouse College and his MS in system engineering from the University of
Maryland Baltimore County (UMBC). He holds the following certifications: Cisco Certified Network
Professional (CCNP), Certified Information Systems Security Professional (CISSP), CompTIA Security+,
Brocade Certified Network Professional (BNCP), and ITIL v3.



Users Review

From reader reviews:

Linda Carroll:

In this 21st one hundred year, people become competitive in every single way. By being competitive right
now, people have do something to make them survives, being in the middle of the particular crowded place
and notice by simply surrounding. One thing that often many people have underestimated this for a while is
reading. Yes, by reading a book your ability to survive enhance then having chance to stand up than other is
high. In your case who want to start reading a new book, we give you that Cisco Networks: Engineers
Handbook of Routing, Switching, and Security with IOS, NX-OS, and ASA book as starter and daily reading
book. Why, because this book is more than just a book.

Jacqueline McArdle:

Reading a reserve can be one of a lot of pastime that everyone in the world loves. Do you like reading book
thus. There are a lot of reasons why people like it. First reading a reserve will give you a lot of new info.
When you read a reserve you will get new information due to the fact book is one of various ways to share
the information or even their idea. Second, studying a book will make a person more imaginative. When you
looking at a book especially tale fantasy book the author will bring you to imagine the story how the people
do it anything. Third, you can share your knowledge to other individuals. When you read this Cisco
Networks: Engineers Handbook of Routing, Switching, and Security with IOS, NX-OS, and ASA, it is
possible to tells your family, friends in addition to soon about yours book. Your knowledge can inspire
average, make them reading a publication.

Leesa Banta:

Cisco Networks: Engineers Handbook of Routing, Switching, and Security with IOS, NX-OS, and ASA can
be one of your beginner books that are good idea. All of us recommend that straight away because this
reserve has good vocabulary that may increase your knowledge in language, easy to understand, bit
entertaining but nevertheless delivering the information. The writer giving his/her effort to put every word
into pleasure arrangement in writing Cisco Networks: Engineers Handbook of Routing, Switching, and
Security with IOS, NX-OS, and ASA yet doesn't forget the main position, giving the reader the hottest as
well as based confirm resource facts that maybe you can be among it. This great information can easily
drawn you into brand-new stage of crucial imagining.

Maryann Warren:

Reading a book make you to get more knowledge as a result. You can take knowledge and information
coming from a book. Book is created or printed or created from each source in which filled update of news.
With this modern era like right now, many ways to get information are available for you actually. From
media social including newspaper, magazines, science reserve, encyclopedia, reference book, novel and
comic. You can add your understanding by that book. Ready to spend your spare time to spread out your
book? Or just searching for the Cisco Networks: Engineers Handbook of Routing, Switching, and Security



with IOS, NX-OS, and ASA when you desired it?
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