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This book is a concise one-stop desk reference and synopsis of basic knowledge
and skills for Cisco certification prep. For beginning and experienced network
engineers tasked with building LAN, WAN, and data center connections, this
book lays out clear directions for installing, configuring, and troubleshooting
networks with Cisco devices. The full range of certification topics is covered,
including all aspects of IOS, NX-OS, and ASA software. The emphasis
throughout is on solving the real-world challenges engineers face in configuring
network devices, rather than on exhaustive descriptions of hardware features.

This practical desk companion doubles as a comprehensive overview of the basic
knowledge and skills needed by CCENT, CCNA, and CCNP exam takers. It
distills a comprehensive library of cheat sheets, lab configurations, and advanced
commands that the authors assembled as senior network engineers for the benefit
of junior engineers they train, mentor on the job, and prepare for Cisco
certification exams. Prior familiarity with Cisco routing and switching is
desirable but not necessary, as Chris Carthern, Dr. Will Wilson, Noel Rivera, and
Richard Bedwell start their book with a review of the basics of configuring
routers and switches. All the more advanced chapters have labs and exercises to
reinforce the concepts learned.

This book differentiates itself from other Cisco books on the market by
approaching network security from a hacker’s perspective. Not only does it
provide network security recommendations but it teaches you how to use black-
hat tools such as oclHashcat, Loki, Burp Suite, Scapy, Metasploit, and Kali to
actually test the security concepts learned.

Readers of Cisco Networks will learn

How to configure Cisco switches, routers, and data center devices in typical●

corporate network architectures
The skills and knowledge needed to pass Cisco CCENT, CCNA, and CCNP●
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certification exams
How to set up and configure at-home labs using virtual machines and lab●

exercises in the book to practice advanced Cisco commands
How to implement networks of Cisco devices supporting WAN, LAN, and data●

center configurations
How to implement secure network configurations and configure the Cisco ASA●

firewall
How to use black-hat tools and network penetration techniques to test the●

security of your network
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Editorial Review

From the Back Cover

This book is a concise one-stop desk reference and synopsis of basic knowledge and skills for Cisco
certification prep. For beginning and experienced network engineers tasked with building LAN, WAN, and
data center connections, this book lays out clear directions for installing, configuring, and troubleshooting
networks with Cisco devices. The full range of certification topics is covered, including all aspects of IOS,
NX-OS, and ASA software. The emphasis throughout is on solving the real-world challenges engineers face
in configuring network devices, rather than on exhaustive descriptions of hardware features.

This practical desk companion doubles as a comprehensive overview of the basic knowledge and skills
needed by CCENT, CCNA, and CCNP exam takers. It distills a comprehensive library of cheat sheets, lab
configurations, and advanced commands that the authors assembled as senior network engineers for the
benefit of junior engineers they train, mentor on the job, and prepare for Cisco certification exams. Prior
familiarity with Cisco routing and switching is desirable but not necessary, as Chris Carthern, Dr. Will
Wilson, Noel Rivera, and Richard Bedwell start their book with a review of the basics of configuring routers
and switches. All the more advanced chapters have labs and exercises to reinforce the concepts learned.

This book differentiates itself from other Cisco books on the market by approaching network security from a
hacker’s perspective. Not only does it provide network security recommendations but it teaches you how to
use black-hat tools such as oclHashcat, Loki, Burp Suite, Scapy, Metasploit, and Kali to actually test the
security concepts learned.

Readers of Cisco Networks will learn

How to configure Cisco switches, routers, and data center devices in typical corporate network●

architectures
The skills and knowledge needed to pass Cisco CCENT, CCNA, and CCNP certification exams●

How to set up and configure at-home labs using virtual machines and lab exercises in the book to practice●

advanced Cisco commands
How to implement networks of Cisco devices supporting WAN, LAN, and data center configurations●

How to implement secure network configurations and configure the Cisco ASA firewall●

How to use black-hat tools and network penetration techniques to test the security of your network●
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and preparing them for Cisco CCNP and CISSP certification exams. Carthern took his BS (honors) in
computer science from Morehouse College and his MS in system engineering from the University of
Maryland Baltimore County (UMBC). He holds the following certifications: Cisco Certified Network
Professional (CCNP), Certified Information Systems Security Professional (CISSP), CompTIA Security+,
Brocade Certified Network Professional (BNCP), and ITIL v3.



Users Review

From reader reviews:

Jackie Ballesteros:

What do you think of book? It is just for students as they are still students or this for all people in the world,
what best subject for that? Just simply you can be answered for that issue above. Every person has several
personality and hobby for each other. Don't to be pushed someone or something that they don't need do that.
You must know how great and also important the book Cisco Networks: Engineers' Handbook of Routing,
Switching, and Security with IOS, NX-OS, and ASA. All type of book would you see on many resources.
You can look for the internet sources or other social media.

Philip Mejia:

Often the book Cisco Networks: Engineers' Handbook of Routing, Switching, and Security with IOS, NX-
OS, and ASA will bring that you the new experience of reading any book. The author style to spell out the
idea is very unique. In the event you try to find new book you just read, this book very ideal to you. The
book Cisco Networks: Engineers' Handbook of Routing, Switching, and Security with IOS, NX-OS, and
ASA is much recommended to you to read. You can also get the e-book from your official web site, so you
can more readily to read the book.

Robert Long:

A lot of people always spent their particular free time to vacation or perhaps go to the outside with them
household or their friend. Do you know? Many a lot of people spent these people free time just watching TV,
or even playing video games all day long. In order to try to find a new activity here is look different you can
read any book. It is really fun for you personally. If you enjoy the book you read you can spent the entire day
to reading a guide. The book Cisco Networks: Engineers' Handbook of Routing, Switching, and Security
with IOS, NX-OS, and ASA it doesn't matter what good to read. There are a lot of folks that recommended
this book. These were enjoying reading this book. When you did not have enough space to deliver this book
you can buy the actual e-book. You can m0ore easily to read this book from the smart phone. The price is not
too expensive but this book offers high quality.

Ryan Strausbaugh:

This Cisco Networks: Engineers' Handbook of Routing, Switching, and Security with IOS, NX-OS, and
ASA is great guide for you because the content that is certainly full of information for you who have always
deal with world and have to make decision every minute. This particular book reveal it details accurately
using great manage word or we can declare no rambling sentences included. So if you are read this hurriedly
you can have whole data in it. Doesn't mean it only offers you straight forward sentences but hard core
information with wonderful delivering sentences. Having Cisco Networks: Engineers' Handbook of Routing,
Switching, and Security with IOS, NX-OS, and ASA in your hand like having the world in your arm, info in
it is not ridiculous a single. We can say that no publication that offer you world throughout ten or fifteen
moment right but this book already do that. So , this really is good reading book. Hi Mr. and Mrs. stressful
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